Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of

)
)

Call Authentication Trust Anchor )  WC Docket No. 17-97
)

COMMENTS OF COMCAST CORPORATION

Comcast Corporation (“Comcast”) submits these centsin response to the Notice of

Inquiry (“NOI") adopted on July 13, 2017 in the akecaptioned proceedirg.
INTRODUCTION AND SUMMARY

The NOI represents a laudable next step in the dssmn’s ongoing efforts to combat
illegal robocalls that rely on “spoofed” caller iBformation. As Comcast has explairfegind as
the NOI appropriately acknowledg&#legal spoofed robocalls are a significant anolging
problem; they cause clear harm to consumers whaeiaim to the scams perpetrated by these
callers, and impose substantial network costs andast and other voice providers. One
prominent industry observer estimates that “[lo2percent of all calls made to landlines are
... illegal unwanted robocallé,and a sizeable portion of these calls appearttil ¢he

spoofing of caller ID information in an effort t@ckive consumers.

! See Call Authentication Trust Anch®C Docket No. 17-97, Notice of Inquiry, FCC
17-89 (rel. Jul. 14, 2017) ("NOI").

2 SeeComments of Comcast Corporation, CG Docket No.9,7ab1-2 (filed Jul. 3, 2017)
(“Comcast Robocall Blocking Comments”).

3 SeeNOI 1 3-4.

Rebecca RusseBpike in “Robocalls” Reported Across the Countfgx 17 Online,
May 16, 2017available athttp://fox17online.com/2017/05/16/spike-in-robosall
reported-across-the-country/ (quoting Aaron Fassndler of Nomorobo).



As noted in Comcast’s comments in response to tdmmission’sRobocall Blocking
NPRM/NOJ the SHAKEN (Signature-based Handling of Assettddrmation Using toKENS)
and STIR (Secure Telephone Identity Revisited) éaork currently represents the most
promising way of addressing illegal spoofed robtscal a comprehensive and robust marier.
The reports issued by the Robocall Strike Forcdagxphat the SHAKEN/STIR framework
“holds considerable promise for repressing thegmes of robocalling in the communications
ecosystem,” as it will “provide a basis for verifgi calls, classifying calls, and facilitating the
ability to trust caller identity end to enfl.’Additionally, the framework “has broad industry
support, having been approved by both ATIS andF8idm under their respective transparent,
consensus-based approval procesées.”

Comcast welcomes the Commission’s effort to divepee into specific aspects of the
SHAKEN/STIR framework in this proceeding. The N&ks relevant questions about the
development of the framework, the governance sirador implementation of the framework,
and the appropriate role for the Commission inlitating adoption of the framework. As
discussed herein, the industry has already maadéisant progress in developing, testing, and

planning the implementation of the SHAKEN/STIR frawork® And while voice providers of

SeeComcast Robocall Blocking Comments at && also Advanced Methods to Target
and Eliminate Unlawful Robocall®lotice of Proposed Rulemaking and Notice of
Inquiry, 32 FCC Rcd 2306 (2017)Rbbocall Blocking NPRM/NO)L

6 Robocall Strike Forc&robocall Strike Force Repoit 5 (rel. Oct. 26, 20163yvailable
at https://transition.fcc.gov/cgb/Robocall-Strike-Fe+€inal-Report.pdf (“Oct. 2016
Strike Force Report”).

! SeeRobocall Strike Forcdndustry Robocall Strike Force Repoat 5 (rel. Apr. 28,
2017),available athttps://www.fcc.gov/file/12311/download (“Apr. 205trike Force
Report”).

To be sure, as the Robocall Strike Force hagg@iout, “there is no single ‘silver bullet’
to the robocall problem,d. at 25. and providers need flexibility to adapt addpt new



all sizes already have strong incentives to deSBIHAKEN/STIR on their networks, the
Commission should strongly consider various add&ioneasures to ensure universal adoption
of the framework—including by taking action to fiteite the IP transitiod,adopting regulatory
safe harbors for providers that use the framewodddress such calls (including through
blocking), and strongly encouraging participatigrnpiboviders of IP-based voice services. On
the issue of governance, Comcast supports a hiyantework such as the one proposed by the
Alliance for Telecommunications Industry Solutidf&TIS”), under which the Commission
would provide initial direction but would leave thstablishment and implementation of
standards to an industry-led initiative—one thatast-effective, inclusive of all stakeholders,
and sufficiently flexible to adapt to evolving thts.

l. INDUSTRY EFFORTS TO REFINE AND IMPLEMENT THE SHAKEN /STIR
FRAMEWORK ARE WELL ON THEIR WAY

The NOI appropriately seeks comment on the prodregshas been made so far in
developing and implementing the SHAKEN/STIR frameky@and on the “milestones and
metrics” the Commission should use “to measureptbgress of adoption” in the futut®.As an
active participant in the process of developing tramework led by ATIS and the Internet
Engineering Task Force (“IETF”), Comcast can attieat the industry is continuing to make
significant progress and is working expeditiousiwards implementation. Many of the key

operational details of the SHAKEN/STIR framework/éalready been developed and defined;

tools as bad actors change their tactics. BuStAKEN/STIR framework
unguestionably represents a significant step irritjie direction and is the most
comprehensive and effective tool currently in depetent for combating illegal spoofed
robocalls.

These initiatives should include providing inagees for providers to move to IP-to-IP
interconnection, so that SHAKEN/STIR authenticatiam be as effective as possible.

10 NOI § 15.



|IETF began issuing standards for STIR in Octobd®2dand ATIS and the SIP Forum adopted
the formal specification for the SHAKEN frameworkJanuary 201% Moreover, in July

2017, ATIS and the SIP Forum approved a specifioatiat expanded on the earlier SHAKEN
framework by introducing a governance model anéhaef procedures for managing the
certification and verification proces$.In recent months, Comcast has been actively
participating in SHAKEN/STIR testbeds along witlhet voice providers, in an effort to work
through and address any remaining logistical detafore beginning to implement the
SHAKEN/STIR framework for calls originating and n@nating on its network.

Comcast anticipates that industry efforts to impetSHAKEN/STIR will meet several
additional important milestones in the near futufs. ATIS noted in a recent submission to the
Commission, the guidelines for displaying SHAKENIRR&uthentication information on end-
user devices are expected to be released in Sept@db7, and procedures for carrying out the
role of “policy administrator” (the entity taskedttvvalidating that service providers are

authorized to request certificates and that cestiifbn authorities are authorized to issue

1 See, e.glETF, “Secure Telephone Identity Credentials: Giedies,”available at

https://datatracker.ietf.org/doc/draft-ietf-stircgcates!

12 Seeloint ATIS/SIP Forum Standard — Signature-Baseddkitam of Asserted Information
Using toKENSs, Jan. 201&yailable athttps://www.sipforum.org/download/sip-forum-
twg-10-signature-based-handling-of-assertedinfoionatising-tokens-shaken-
pdf/?wpdmd|=2813see als&SIP Forum, “New Specification by ATIS and SIP Forum
Designed to Mitigate Robocalls and Caller ID Fradkab. 1, 2017available at
https://www.sipforum.org/2017/02/new-specificatiby+atis-and-sip-forum-designed-to-
mitigate-robocalls-and-caller-id-fraud/

13 Seeloint ATIS/SIP Forum Standard — Signature-Baseddkitam of Asserted Information
Using toKENs (SHAKEN): Governance Model and Certife Managament, Jul. 2017,
available athttps://access.atis.org/apps/group_public/downfugu35256/ATIS-

1000080.pdf




certificates under the SHAKEN/STIR framework) likeVill be adopted in October 2017%.
Comcast then expects to begin limited use of SHAKENR authentication methods on its
network as early as next year, and it is concee/étiit, by 2019 or 2020, the industry will be in
the midst of large-scale implementation of the ®amrk by IP-based voice providers across the
country.

Il. COMCAST SUPPORTS THE COMMISSION’S INQUIRY INTO FURT HER
EFFORTS TO PROMOTE IMPLEMENTATION OF THE FRAMEWORK

Given this rapid progress, as well as the immitfiatization of implementation details
and expected early-stage deployment of SHAKEN/STHR ,Commission has issued the NOI at
a pivotal moment and should take this opportumtii¢lp drive widespread adoption of this
framework. As Comcast has explained previousky,Gbmmission’s efforts to promote
SHAKEN/STIR should include, among other things,espeg along the IP transition and
establishing safe harbors for voice providers batk calls in reliance on this authentication
framework® Additionally, as the NOI correctly suggests, nedrkased incentives likely will
play a role in motivating voice providers to implem the framework® Consumers will benefit
significantly from the reduction in illegal spoofeabocalls stemming from a voice provider’s
implementation of SHAKEN/STIR—and may well choose&e provider based on part on
whether it can effectively authenticate calls ardfy the authenticity of the calling numbers as
a default feature of the service. Additionallye #bility to identify and address illegal spoofed

robocalls using this framework likely will result reduced network costs for voice providers

14 Seeletter of Thomas Goode, General Counsel, ATIS, trléhe Dortch, Secretary,

FCC, Appendix, at 3, CG Docket No. 17-59 (filed .J8@, 2017) (“ATIS Jun. 3&x
Parte’).

SeeComcast Robocall Blocking Comments at 5, 8-9.
16 geeNOI 1 14.

15



associated with the transmission of these calls-wgittg another economic incentive for voice
providers to participate. Indeed, once widespiegdementation of SHAKEN/STIR takes hold
and scammers are among the few entities whosearallsot signed and verified, the volume of
illegal spoofed robocalls that actually conneatdéasumers will fall dramatically (because they
are either blocked or not answered by consumerswihbe able to see the absence of
authentication information on their displays)—thwnslercutting the volume-driven incentives of
the bad actors placing such calls. SHAKEN/STIRegates efficiencies for traceback efforts as
well; whereas current traceback methods can offtemive labor-intensive and time-consuming
reviews of call detail records and outreach tadtipiarty carriers, the SHAKEN/STIR framework
enables voice providers to perform traceback autically and almost instantaneously.

Nevertheless, it is possible that these markeninges and forms of regulatory
encouragement will not be sufficient to bring aboniversal adoption of the SHAKEN/STIR
framework by all voice providers. And while tharfnework does not require thalt voice
providers implement SHAKEN/STIR for authenticattonwork for calls betweetwo IP-based
voice providers that have done so, a failure tgatee framework by a significant number of
providers would frustrate the goal of providingay nationwidesolution for end-to-end call
authentication. Indeed, widespread non-adoptid®dHAKEN/STIR would risk dramatically
undermining the benefits of the framework for mapiating providers and their customers—as
scammers could try to make an end-run around ttieatication system by, for instance,
signing up for retail service from a carrier thatd not participate in SHAKEN/STIR and
placing calls that, while not fully authenticatesky not be subject to automatic blocking either.
Thus, the Commission should closely monitor implatagon of SHAKEN/STIR in the

marketplace over the next few years, and if itditight a significant number of service providers



are dragging their feet in adopting the framewdr&hould consider further methods to, at
minimum, strongly encourage participation by previlof IP-based voice servicEsMore
broadly, Commission action to incentivize unive@sdbption of SHAKEN/STIR likely would
have the benefit of alleviating the substantiatet®rne by consumers targeted by illegal
spoofed robocalls—which, as noted above, makenapidly growing percentage of calls placed
to consumers today.

Industry efforts to implement SHAKEN/STIR also likevould benefit from
Commission endorsement of the governance structmgemplated in the relevant specifications
and discussed in the N&\. As a general matter, Comcast supports a hybremance model
such as that described by ATIS in a reanparteletter, under which the Commission would

provide “explicit regulatory direction or impliciegulatory endorsement of an industry

17 See id Y 14 (asking whether “existing market incentivesisient for the industry to

adopt the authentication mechanisms specified ®BHR working group in a timely
manner” or whether “the Commission [should] requieeilitate, or otherwise encourage
adoption of such mechanisms”). As the NOI coryggtints out, Section 251(e)(1) of
the Communications Act of 1934, as amended, previde Commission with “authority
to take necessary steps to encourage or develbprdigation standards for telephone
calls to combat Caller ID spoofing and the robaecglit enables.”ld.  48. That
provision furnishes the Commission with “plenarynhering authority and exclusive
jurisdiction over ‘those portions of the North Angam Numbering Plan [NANP] that
pertain to the United States”—and a rule mandapiagicipation in SHAKEN/STIR
would fall within that authority by “enhanc[ing]e¢tefficiency and security of NANP”
and ensuring that “entities issuing phone numbeas][determine whether particular
phone numbers have indeed been issued, and to wimagsociations with particular
certificates.” Id. (quoting 47 U.S.C. 8§ 251(e)). Notably, the Consiis has concluded
on several occasions that its numbering authontleu Section 251(e)(1) allows it to
apply “numbering-related requirements to intercate@ VolP providers that utilize
telephone numbers.Numbering Policies for Modern CommunicatipReport and
Order, 30 FCC Rcd 6839 1 78 (201%g¢ also idf 78 n.281 (collecting cites to prior
Commission precedent).

18 Seesuprat 1.

19 SeeNOI 11 18-32 (addressing governance issues).



approach” but would leave the governance and manaigieof SHAKEN/STIR to a “neutral
industry body representing a full range of stakdard.”?® As ATIS aptly points out, one
example of a similar hybrid model is the Adminisira Council for Terminal Attachments
(“ACTA"), which the Commission directed the termimguipment industry to establish in 2000
for the purpose of publishing industry-establisteszhnical criteria for terminal equipment and
maintaining a database of terminal equipment faoriask compliant with such criterfa. The
Commission required that ACTA maintain a “balance®®mbership that “represent[s] all
segments” of the terminal equipment indudtrgnd could consider adopting a similar mandate
here. Pursuing such a hybrid approach could st#geral benefits in the context of
implementing SHAKEN/STIR—including, among othemtdps, providing “[g]reater flexibility
to expeditiously address evolving threatsg, through technological enhancements over time
that providers should have the ability to implemgumickly) without the need to undergo a
lengthy agency rulemaking process to adjust thedmork as necessary, as well as
“[tlransparency and broad buy-in based on [thehgopensensus-based structure” contemplated
in the ATIS letter

The NOI also asks important questions regardingpleeific roles (governance authority,
policy administrator, and certification authorigdntemplated in the relevant specifications for

SHAKEN/STIR?* As noted above, the governance authority undwstad regime would be

20 ATIS Jun. 3(Ex Parte Appendix, at 7, 10.

21 See 2000 Biennial Regulatory Review of Partf@ort and Order, 15 FCC Rcd 24944
1 1-6 (2000).

22 Id. 7 51.
23 ATIS Jun. 3(Ex Parte Appendix, at 9.
24 SeeNOI 1 18-29.



“recognized by the [Commission], but independemi averseen by an industry-led bo&td.
Comcast agrees with ATIS that the industry boaaikhbe inclusive of all relevant
stakeholders—including fixed, mobile, and over-tbp-voice service providers, equipment
manufacturers, and third-party application develsp® Comcast also agrees with ATIS that the
policy administrator—tasked with applying the rusest by the governance authority, ensuring
that service providers are authorized to requeatficates, and ensuring that certification
authorities are authorized to issue certifictesould be selected by the governance authority
through a competitive proce®sor the role could simply be occupied by the sani@yeas the
governance authority. And finally, such a framekvoeed not rely on a single certification
authority to issue the certificates used to sigiharify telephone calls, as the NOI recogniZes.
The SHAKEN/STIR framework could function effectiyekith many certification authorities,

all competing to provide certificate-related seegi¢o voice providers—a dynamic that likely

would help drive down the costs associated withigipating in this framework.

25 ATIS Jun. 3(Ex Parte Appendix, at 11.
%6 Seeidat 10.

27 SeeNOI 1 11.

28 ATIS Jun. 3(Ex Parte Appendix, at 11.
2 SeeNOI 1 12.



CONCLUSION
Comcast commends the Commission for continuinogsiry into combating illegal
spoofed robocalls through widespread implementaifdhe SHAKEN/STIR framework, and

looks forward to working closely with the Commission the measures discussed herein.
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